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. . SCMU/ 106

Disclaimer: | am NOT a cryptographer.
| design and implement Embedded Systems for critical applications.

Along the years | was deeply involved with Hardware Design, Analog
Electronics, Chip Design, Firmware, Networking, Security.

| see Embedded Design as a continuum that encompasses all of the
above, in a harmonious System, targeted to specific functionalities.

That is a very useful vision when implementing Embedded Security.
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Agenda

e Motivations

e Requirements for Security Systems: NIST FIPS-140-2
e Standard documents: NIST and RFCs

e Designh decisions

e Implementation details: SHA-256, HMAC, (N)RBG

e Digital Signatures, keys and hardware acceleration
e RAM securefFence

e Tamper and Fraud detection

http://www.sourcesecurity.com/images/moreimages/PCSC-fault-tolerance-250.jpg
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Motvatons SCMY/ 16

At GridVortex, we decided to write our Security Library from scratch.

Embedded Security is an important aspect of all the systems we are
designing right now, including loT chip design.

We think the SmartCity cannot happen without strong e | G0, |
Embedded Security. = 7

This presentation is a walkthrough on the design
and implementation of our Embedded Security Lib
for Cortex-M, with some detail on the how-to
implement some essential blocks.

http://cfomatrix.com/wp-content/uploads/2013/11/alice-in-matrix.jpg
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Requirements: Legal Metrology omy 18

e Software requirements for Legal Metrology systems are emerging

e Demand for anti-fraud on smart meters, fuel dispensers and weight
scales

e Strong Digital Signature support
e Firmware identification and verification
e Tamper detection and contention

e Source-code Certification on the Embedded Firmware
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Requirements: NIST FIPS-140-2 somy/16

e Specifies the minimum requirements for cryptographic modules

* Provides certification recommendations for 4 levels of security

e \We want to certify systems at Levels 2 and 3
e All modules shall: ’”‘"’oc
e Show Security Status R ~
e Perform Self-Tests as
e Perform Approved Security Functions
e Tamper detection and response z‘
e User authentication is required to access secrets and ;"}M:mm
configuration
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Standard Docs: NIST and RFCs Scmy/16

e Cryptography is NOT a secret
e Strong cryptography is a technology available to everyone
e All algorithms and constructions are FREE published standards

e You can download them from NIST publications and IETF RFCs

e Algorithms, Implementation Recommendations, Test Vectors

e Every implementation needs to follow these requirements and docs
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Design Decisions: GV _Securelib emy 18

e Simple, Lightweight, proper, support for Security | SHA-256 || HMAC || DRBG

e Optimized for ARM-Cortex-M True RNG || Key Gen/KDF

e Hybrid Implementation:
_ , ECDSA SIGN / VERIFY
Fast Firmware for base functions

Hardware Acceleration for expensive functions BASE64 || CRC16 || CRC32
Key storage uses dedicated Hardware Passwd SecureDB
Services with State-Machine friendly callback messages
e Support for standard data encodings Cryptoseal X503
e High Reliability (full fault detection) RAM secureFence
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Implementing: SHA-256 sicmy/ 1

SHA-256 is a block transformation function that operates on 512bit blocks,
and generates a 256bit output register.

For a silicon implementation, SHA-256 is usually designed as a pipelined
register machine, with 256-wide parallel logic, that produces one block
hash on ~68 clocks, depending on the implementation.

It has 3 large logic blocks:

the message schedule Message core
message schedule |OglC
the block hash core any ) @ 8*%‘gp“t
16 * 32 8 * 32 regs
the output register registers registers
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Implementing: SHA-256 (1)

The core block is where the action
IS. (this is a simplified schematic of the logic)

This block has 8 registers and the
ARX (Add-Rotate-Xor) functions.

It takes 66 clock cycles to
compute a hash block of 64 bytes.

{A..H} are the output registers.
After 64 clocks, {A..H} += {a..h}

SEGURANGA CIBERNETICA EM METROLOGIA LEGAL
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Implementing: SHA-256 (2) Scmy/16

ARM Architectural traits related to SHA-256 logic:
e 16 CPU registers (can hold the 8 core registers in the CPU)

e Barrel Shifter coupled to ALU (multiple operations per instruction)
EOR rio,r10,r6,ROR #11 ; rl1e ~= (ré >> 11 | ((ré << 21) & OxFFFFFFFF))

e Byte-reverse operations (Can work on big-endian data)
REV ré,ré ; ntoh(r6)

We can write SHA-256 with minimum RAM access for the core logic, and
minimized stack footprint.

By reducing memory accesses, we improve both speed and security.
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Implementing: SHA-256 (3) Semy/16

With these aspects in mind, we implemented the core logic with:
e 100 stack bytes, instead of the original 288 stack bytes
e Zero memory access for the {a..h} registers
e Only one access per permutation for the Ki constants
e 3 |loads and 1 store for the Wt array
e Zero-stack footprint for the H[0..7] array
e Zero-copy logic for the whole core
e Fused algorithm for the Schedule and Core, resulting in a single pass

The resulting SHA-256 takes less than 25us per 64-byte block for a complete
hash computation, comparing very favorably to x86 software
implementations.
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Implementing: SHA-256 (4) Semy/16

Each line ARX macro is one ‘clock’ of the core logic

Details:
{

a = hctx->H[O];

Schedule and Internal arrays scanned in one pass

a, b, ¢, d, e, f, g, Wm( ©), Ox428A2F98);
ARX(h, a, b, ¢, d, e, f, g, Wm( 1), Ox71374491);

ARX(c, d, e, f, g, h, a, b, Wt(62), OxBEF9A3F7);
ARX(b, ¢, d, e, f, g, h, a, Wt(63), 0xC67178F2);

—

-

hctx->H[O] += a;

r..;%x_>|.|[7] += h; Registers are ‘shifted’ through the ARX network
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Implementing: SHA-256 (5)

The ARX network macros:

#define sO(x) (RRX((x), 7) ™ RRX((x),18)
#tdefine s1(x)  (RRX((x),17) ~ RRX((x),19)
#define SIGO(x) (RRX((xX), 2) ~ RRX((x),13)
#define SIG1(x) (RRX((x), 6) ~ RRX((x),11)
#define Ch(x,y,z) ((x & y) + ((~x) & z))

~ SHR((x), 3))
~ SHR((x),10))
~ RRX((x),22))
"~ RRX((x),25))

#define Maj(x,y,z) ((y & (x * z)) + (x & z))

#define Wm(t) (W[t] = REV(M[t]))

SEGURANGA CIBERNETICA EM METROLOGIA LEGAL

#define Wt(t) (W[t & OxF] += sO(W[(t + 1) & OxF]) + s1(W[(t + 14) & OxF]) + W[(t + 9) & OxF])

#define ARX(a,b,c,d,e,f,g,h,Wi,Ki)
{

d += T;
h =T + Maj(a,b,c) + SIGO(a);

uint32 t T = h + Ch(e,f,g) + SIGl(e) + Wi + Ki;

~ -~
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Implementing: SHA-256 (6) Semy/16

One ARX iteration:

~ OX0003E85E F8DDBO4C LDR ril, [sp,#0x4C]
~ OX0003E820 EAO70A08 AND rio,r7,r8 Ox0003E862 F8DDAO3© LDR rio, [sp,#0x30]
Ch — Ox0003E824 EA240BO7 BIC rii,r4,r7 Wt - Ox0003E866 44DA ADD rio,rlio,ril
Ox0003E828 44DA ADD rio,rlio,ril OxX0003E868 44F2 ADD rio,rl1oe,l1r
_ OXO0003E82A 4456 ADD ré,ré6,rlo OxX0003E86A 4456 ADD ré,ré6,rlo
- Ox0003E82C EA4F1AB7 ROR rio,r7,#6 _ Ox0003E86C F8CDAO30 STR rio, [sp,#0x30]
Ox0003E830 EA8A2AF7 EOR rio,rio,r7,ROR #11 Ki < ©x0003E870 F8DFA220 LDR.W rie,[pc,#544]
51614 Ox0003E834 EA8A6A77 EOR rio,r1lo,r7,ROR #25 ~ OX0003E874 EAO30BO1 AND rii,r3,rl
_ OX0003E838 4456 ADD ré,ré,rlo Ox0003E878 44B2 ADD rio,rlo,ré
~ OxX0003E83A F8DDAO2C LDR rio, [sp,#0x2C] Maj 4 ©0x0003E87A EBO206OA ADD ré,r2,rlo
SO - Ox0003E83E EA4F1BFA ROR rili, rlo,#7 OX0003E87E EA830201 EOR r2,r3,rl
Ox0003E842 EA8B4BBA EOR rii,rll,r10,ROR #18 — OX0003E882 EA02020C AND r2,r2,rl2
_ Ox0003E846 EA8BOBDA EOR rii,rll1,rl10,LSR #3 Ox0003E886 445A ADD r2,r2,rll
- OxX0003E84A F8DDAO28 LDR rio, [sp,#0x28] OxX0003E888 4452 ADD r2,r2,rlo
o] — OX0003E84E EA4F4E7A ROR  1r,rl0,#17 Ox0003ES8A EA4FOAB3 ROR rio,r3,#2
Ox0003E852 EAS8E4EFA EOR 1r,1r,rl10,ROR #19 SIGO Ox0003E8S8E EA8A3A73 EOR rio,rio,r3,ROR #13
_ OxX0003E856 EA8S8E2A9A EOR rio,1lr,rl10,LSR #10 Ox0003E892 EABAS5AB3 EOR rio,rlo,r3,ROR #22
OX0003E85A EBOBOEOA ADD 1r,rll,rle OX0003E896 4452 ADD r2,r2,rlo
A SIBAPEM INE
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Implementing: SHA-256 (7)

Lib Interface:

typedef struct hash_context_t {

uint32_t bytecount; //1< total message length (2**29 bytes = 536870912 bytes)
volatile uint32_t H[8]; //'< intermediate hash value H(i)

uint8 t W[64]; //'< 512bits hash data block

uint8_t ipad[64]; //'< inner padding for HMAC-SHA-256

uint8_t opad[64]; //'< outer padding for HMAC-SHA-256

} HASH_CONTEXT_T;

const char *str_

SECURE_STATUS_T
SECURE_STATUS_T
SECURE_STATUS_T
SECURE_STATUS_T
SECURE_STATUS_T
SECURE_STATUS_T

secure_status(SECURE_STATUS T err_code);

sha256_init(HASH_CONTEXT T *hctx);

sha256_uninit (HASH_CONTEXT_T *hctx);

sha256_begin(HASH_CONTEXT_T *hctx);

sha256_update(HASH_CONTEXT_T *hctx, const void *input, size_t length);
sha256_end (HASH_CONTEXT_T *hctx, uint8_t output[32]);

sha256(const void *input, size_t ilen, uint8_t output[32]);

/1<
/1<
/1<
/1<
/1<
/1<

SCML/16
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Initialize context
Clear SHA-256 context
SHA-256 context setup
SHA-256 digest update
SHA-256 final digest
output = SHA-256(input)
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Implementing: HMAC-SHA-256 Iemy1e

The HMAC construction encapsulates the hash function, and is
considered much harder to crack.

Once you have SHA-256, the HMAC-SHA-256 is straightforward to
implement.

HMAC has the following construction: inner hash

A
[ \

HMAC(K, text) = H((Ko ® opad )| | H((Ki ® ipad) | | text))
\ |
Y
outer hash
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Implementing: HMAC-SHA-256 (2) scmy16

SECURE_STATUS_T hmac_sha256_begin(HASH_CONTEXT_T *hctx, const void *key, size_t keylen)
{

sha256_begin(hctx);
return sha256_update(hctx, hctx->ipad, 64); // H(key xor ipad)
}

SECURE_STATUS_T hmac_sha256_update(HASH_CONTEXT_T *hctx, const void *input, size_t length)
{

}

SECURE_STATUS_T hmac_sha256_end(HASH_CONTEXT_T *hctx, uint8_t output[32])
{

return sha256_update(hctx, input, length); // hash message blocks

sha256_end(hctx, hctx->ipad); // terminate inner hash: H(Ki // message)
sha256_begin(hctx); // initialize SHA-256 context for outer hash
sha256_update(hctx, hctx->opad, 64); // H(Ko)

sha256_update(hctx, hctx->ipad, 32); // H(Ko // H(Ki // message))
sha256_end(hctx, output); // output the final hash
sha256_uninit(hctx); // destroy all data in hash context

return sec_status;
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. SCML/106
Random Numbers Generation semy/1¢

Random, unpredictable Numbers are the hardcore of secure systems.

High quality random numbers require a source of unpredictability with a
large number of states.

The general structure of a RNG is this:

, ; entropy periodic
unpredictable inputs 000l state generate random outputs

NIST Special PUB 800-90A/B/C define the recommendations for
implementing DRBGs.
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Implementing: HMAC-DRBG Sony 16

HMAC-DRBG CONSTRUCTION: INSTANTIATE FUNCTION

[ ——————————————

I
i entropy source |

512bits

nonce 256bit3 [es Il nonce ll ps] | seed material
160bits w‘
pers‘;rt‘ﬁr']igaﬁon Key(0x00 00..00) 256bits {HMAC_DRBG_UPDATE |—Y—>K3 DRBG

256bits W

V(0x01 01..01)

The Instantiate function creates a new DRBG context.
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Implementing: HMAC-DRBG (2) Semy/16

56 GeNeRATE HMAC-DRBG CONSTRUCTION: GENERATE FUNCTION
reseed_ctr++ 4: return collated blocks n bits »  Output
(Y V (256bits [V111V2I1IV3Il.] random bits
2:HMAC )V DRBG
((iterate n/256) ) W state Key, V

V, Key 1: if additional input

‘ 3: after generation

______ HMAC_DRBG_UPDATE

additional input

The Generate function computes a fresh random output.
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Implementing: HMAC-DRBG (3) semy16

HMAC-DRBG CONSTRUCTION: RESEED FUNCTION

o —————————————

|
| entropy source 1 512pits
Rt , | |
0..160bits_y] [es Il input] |—Seed matena {HMAC_DRBG_UPDATE} oy, Y {few woling state) , DEES
additional —------""""""" M g state)
input

The Reseed function restarts the DRBG with fresh entropy data.
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Implementing: Entropy Source

We need uncorrelated noise
sources as the source of entropy.

All the ADC analog sensors lower
bits are used as noise sources.

The noise is de-biased through a
Von Neumann de-bias filter, and
collected into a 2048bit

__________

_________

__________

----------

__________

| hoise |
| signal X |

SEGURANGA CIBERNETICA EM METROLOGIA LEGAL

NOISE SOURCE: MULTIPLE SYSTEM NOISE SIGNALS

__________

[ns1 1l ns2 1l ns3 1l .. Il nsX] . .
m = n1+n2+n3+..+nX m bits notlset
m <= 32 outpu

ENTROPY SOURCE CONSTRUCTION: NOISE COLLECTION PROCESS

2048bits bit queue

! noise m bits |

entropy pool.

| source |

_periodic 2048bits bit queue | entropy
. noise collection J< pool
1bit -
serializer bitstream Von Neumann _
m bits in -> 1 bit out de-biasing e
Health Y™~
Tests
error
messages

INE
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Implementing: Entropy Source (2) emy 18

ENTROPY SOURCE CONSTRUCTION: ENTROPY OUTPUT

data0
(480bits
nonce_ctr++
nonce_ctr [pool dataO Il nonce_ctr++] 512bits
2 't agw -
(320its) 128bits C?ﬂﬁ},t,'\%'{r)'g 256bits
entro ke 512bits entro
pooﬁ)y n?Snzc;t_Sc)tr (cpu éN) 128bits 256bits_y| [MMACT Il HMACZ] ’ outplFJ)ty
. conditioning
512bits (HMAC2)
datai [pool datal Il nonce_ctr++]
(480bits)

The entropy source takes 960bits of noise data and applies 2 parallel
HMAC conditioning functions, using the CPU chip SN as the key.

This produces very high quality, very high entropy seed material.
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. SCMY/ 10
Implementing: Entropy Source (3) emy1s

ENTROPY SOURCE CONSTRUCTION: NONCE

nonce_ctr++

entropy entropy data (256bits)

nonce_ctr (32bits)

[edata Il nonce_ctr Il string]

msg

160bits -7 .
=7 256bits NONCE
T key | HMAC output

e key
= (cpu SN)

personalization
string

The entropy source also produces high quality cryptographic nonces.
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Implementing: (N)RBG emy/16

— continuous HMAG
2048 | Entropy | _ _reseed |]:> | i !
bit | Source -  DRBG high quality TRNG (!)
Pool

N~

When you add a ‘live’ entropy source to an instantiated HMAC-DRBG,
that is continuously reseeded with fresh, high-entropy data, you get a
NRBG (Non-Deterministic Random Bit Generator), or an approved
True Random Number Generator |

This is a fast, high-quality keying material generator for the system.
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Digital Signatures: ATECC108A Iemy1e

Elliptic Curves DSA (ECDSA) is one of the strongest public-key
cryptographic signature algorithms today.

One problem is that it is expensive to implement in a microcontroller.

We selected a certified, external ECDSA accelerator that also works
as a secure EEPROM to store the private keys, increasing system
compliance to FIPS-140-2 level 2 and 3.

The device is the Atmel (now Microchip) ATECC108A.

We designed the ECDSA sign/verify as a system service around the
crypto memory.
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Digital Signatures: ATECC108A (2) Semy/16

ECC108A Messaging
(IDLE -> COMMAND -> IDLE) NORMAL TRANSACTION

Q Q

CPU (I2CI Master) ECC108A (|I2C Slave)
[
.
|
ecc108_add_transaction(transaction) |

Y

|
|
[
send(RESYNC packet) o
“
CACK i
I 12C wakeup ...
<
send(WAKE packet) !

-------

rcv(Status)

 respond(WAKE OK)

The driver takes the chip out of IDLE state (chip wake up)
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Digital Signatures: ATECC108A (3) semy16

I enter READY mode
i | During READY / BUSY states, the internal security Watchdog timer is running H

READY

send(transaction.out_packet)_

_L_ ACK
[START]: enter BUSY mode
{BUSY
Each command has a maximum internal processing time ‘ﬁ (%(l; MD timeout...
commands are ignored X
internal processing... During internal processing the chip is unresponsive to the 12C bus [ﬁ
[FINISHED]: enter READY mode
READY

The command executes in the BUSY state. The chip is unresponsive
during BUSY.
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Digital Signatures: ATECC108A (4 Semy/16

L - et ] :

commands are ignored X

internal processing... During internal processing the chip is unresponsive to the 12C bus lﬁ

<

[FINISHED]: enter READY mode

READY

rcv(transaction.in_packet) |

respond(CMD response)

< ___________________________________
enter IDLE mode | !N IDLE mode, the chip resets the internal Watchdog Timer,
and retains RAM contents.

_ callback(ECC108_RET_CODE_SUCCESS, transaction.in_packet\ |

After the command returns, the chip is placed in IDLE again.

ASIBAPEM INE
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Digital Signatures

The actual driver code
accounts for every
possible error and bus
timeout.

[ pot, o cvp s st sy o o BUSY s, 1

Cll o can a5 -ov o rererince

SLWAKE PROESS RESPONSE )

emantc cacs oo WAKE resporae
gy J

: ATECC108A

SCML/16
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Implementing: ECDSA Sign/Verify scmy1o

Lib Interface:

/** Descriptor for ECC sign/verify operations. */
typedef struct ecdsa_vector_t {

LAP_TIMER64 T lap_timer64; //'< 64 bit lap timer for this operation

ECC_KEY_TYPES_T key_type; //'< Key type, curve and key storage

uint32_t slot : 8; //'< Key slot for internal keys

uint32_t key_length; //'< public key data length

uint32_t signature_length; //'< signature data length

uint8_t *msg_hash; //'< ptr to the 32-byte Message hash (SHA-256)

uint8_t *key_data; //'< ptr to the External Key buffer

uint8_t *signature; //'< ptr to the Signature buffer generated by ecdsa_sign()

} ECDSA_VECTOR_T;

SECURE_STATUS_T ecdsa_sign(ECDSA_VECTOR_T *vector, ECDSA_CMD_EVENT_T *event);
SECURE_STATUS_T ecdsa_verify(ECDSA _VECTOR_T *vector, ECDSA_CMD_EVENT_T *event);
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RAM secureFence SCMYy/ 16

One of the services available is the secureFence service.
Applications can request that certain structs be locked as immutable data.

The structs are sighed with a random key and checked every system pass.

If the struct is modified by unauthorized code or
wild pointers, the service generates a FAULT, and
the system is reset.

It effectively places a crypto fence around system
sensitive data, such as calibration constants and
measurement results.

http://i2.wp.com/patriot-tech.com/wp-content/uploads/2014/06/SCADA _security.jpg
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RAM securefFence (2)

// --- register secureFence service ---
if(!register_struct_as_secure(

& (SECURE_MEM_PARAMETERS_T){

.struct_ptr

&weighing_setup,

.struct_size sizeof(weighing_setup),

.str_struct_name "weighing_setup{}"},

&weighing data.secure)

) throw_app_fault(__FUNCTION__, ":

error registering secure struct.");

static WEIGHING_ERROR_T set_adc_sampling_rate(float rate_sps)

{
WEIGHING_ERROR_T status;

weighing_data.secure.open();

status = adc->set_sampling_rate(rate_sps);

weighing setup.sampling rate

adc->get_sampling rate();
¢ ADC_ERR_FAILURE;

status = weighing_data.persistent.save() ? status

weighing_data.secure.close();

return status;

SCML/16
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// open vault: allow modifications

// secure vault: protect data

ASIBAPEM

INE

INMETRO




Tamper and Fraud detection

SEGURANGA CIBERNETICA EM METROLOGIA LEGAL

Fast hash functions %

SHA-256

HMAC

DRBG

High-quality Keys

True RNG

Key Gen/KDF

/

Public Key Cryptography g

ECDSA SIGN / VERIFY

BASE64

CRC16

CRC32

Secure LOGs

User Authentication x

Passwd

SecureDB

/ PKI Certificates

Calibration Crypto Seal |

CryptoSeal

X.509

/

RAM secureFence

2 RAM Tamper Detection
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Thank you

Jonny Doin

jonnydoin@agridvortex.com

GE

GridVortex
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Thank you

Jonny Doin

jonnydoin@agridvortex.com
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